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VZ Navigator Blackberry Enterprise Server Deployment

This document provides information about how to distribute and install VZ Navigator on BlackBerry®
devices and BlackBerry-enabled devices.

The document describes the following methods for deploying applications:

« BlackBerry Desktop Software (BlackBerry device connected to a user's computer)
* Web browser (wireless download)

« Application Control policies (wireless push)

Process to Host and deploy VZ Navigator on Blackberry Enterprise Server Versions 5.0/BESX

Section 1 — Specify a shared network folder for VZ Navigator
- Create and share an application folder
- Add the Share Folder to the BAS
Section 2 - Add VZ Navigator to the application repository
Section 3 - Create custom application control policies for a BlackBerry Java Application
-Required Application Control Policy Name
-Optional Application Control Policy Name
Section 4 - Creating Software Configurations
- Add VZ Navigator to a software configuration
Section 5 - Deploying VZ Navigator
-Assigning VZ Navigator to a software configuration then to multiple user accounts
-Web browser or BlackBerry Browser Wireless Method
Section 6 — Network Preference
Section 7 — Assign Proper Permissions to VZ Navigator
Section 8 — BES 4.1.6 Deployment (Must Use VZ Navigator V6 ALX BES 4 Package)
Section 9 — Troubleshooting

Supported Devices:
RIM BlackBerry 8530(Curve)
RIM BlackBerry 9530(Storm)
RIM BlackBerry 9550(Storm 2)
RIM BlackBerry 9630(Tour)

RIM BlackBerry 9650 (Bold)

Download VZ Navigator ALX Package: http://download.vzwshop.com/vzw/VZNavigator ALX_ Package.zip

At anytime if you need assistance with the installing the device software or any aspects of
the deployment contact your RIM support specialist.



Section 1 - Specify a shared network folder for VZ Navigator

You must specify a shared network folder for VZ Navigator using the BlackBerry Administration Service
before you add VZ Navigator to the application repository. The BlackBerry Administration Service must
access the shared network folder to install VZ Navigator on BlackBerry devices. Do not add application
files to the shared network folder or make changes to the files that the BlackBerry Administration Service
stores in the shared network folder.

Before you begin: Create a shared network folder on the network that hosts the BlackBerry® Enterprise
Server. This shared network folder must not be the same network share location that is used for
BlackBerry® Device Software, and it must not be located in <drive=:\Program Files\Common
Files\Research In Motion.

The administration accounts that you use for the BlackBerry Administration Service must have write
permissions for the shared network folder. The administration accounts that run the BlackBerry
Administration Service Application Server service must have write permissions for the shared network
folder. BlackBerry devices and the computers that host the BlackBerry Enterprise Server instances must
have access to the shared network folder.

Create and share an application folder

1. From the BlackBerry Enterprise Server, go to <drive>:\Program Files\Common Files\

2. Create a Folder (Example: VZ Navigator) Right-click the VZ Navigator folder and select
Properties.
3. Select the Sharing tab.
4. Select the Share this folder option.
5. Click Permissions.
6. Clear all the selections except Allow for Full Control, and then close the Permissions window.
Select Apply.
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Add the Share Folder to the BAS

1. In the BlackBerry Administration Service, on the Servers and components menu, expand BlackBerry
Solution topology> BlackBerry Domain > Component view.

2. Click BlackBerry Administration Service.

3. Click Edit component.

4. In the BAS software management section, in the BlackBerry Administration Service application shared
network drive field, type the path of the shared network folder using the following format: \
\<BlackBerry Administration_Service_computer_name>\<shared folder>.The shared network path must
be typed in UNC format (for example, \\ComputerName\Applications\Testing).

5. Click Save all.

6. Then ‘The component information has been saved.‘ should appear.

Step1 &2
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Section 2 — Add VZ Navigator to the application repository

To send a VZ Navigator to BlackBerry devices, you must first add the VZ Navigator bundle to the
application repository. To send an updated version of a VZ Navigator to BlackBerry devices, you must first

add the updated bundle to the application repository.

Steps:

1. In the BlackBerry Administration Service, on the BlackBerry solution management menu,

expand Software >Applications.
2. Click Add or update applications.

3. In the Application location section, click Browse. Navigate to the VZ Navigator bundle that you want

to add to, or update in, the application repository. Select Open.

4. Click Next.

5. Select Publish.

5. Application should show as Published.

8dd or update applications
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Step 4

Add or update applications

fou can send Black Bemy® dewvice application bundles to the application repository and send the applications to the BlackBermy dewvices.
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1) Cancel
Step 5

Add or update applications

You can send Black Bermy® device application bundles to the application repositary and send the applications to the BlackBermy devices.
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Step 6

Bdd or update applications

%u can send BlackBermy® device application bundles to the application repository and end the applications to the BlackBemy devices.

| The application(s) and application wersion(z) have been publizhed.
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Section 3 - Create custom application control policies for a
BlackBerry Java Application

After you add VZ Navigator to the application repository, you can configure the application to use the
standard application control policies, or you can create custom application control policies for the
application. If you want a BlackBerry Java Application to use custom application control policies, you must
create the custom application control policies before you add the application to a software configuration.
When you add the application to a software configuration, you can select which

custom application control policy you want to apply to the application. If you add the BlackBerry Java
Application to multiple software configurations and you assign different custom access control

policies to the BlackBerry Java Application in the different software configurations, you must set the
priority for the custom application control policies. This priority determines which custom application
control policy the BlackBerry Policy Service applies if you assign multiple software configurations to a user
account.

1. In the BlackBerry Administration Service, on the BlackBerry solution management menu, expand
Software >Applications.

2. Click Manage applications.

3. Search for VZ Navigator.

4. In the search results, click VZ Navigator.

5. In the Application versions section, click the version of the application that you want to create a
custom application control policy for. (6.1.0.32)

6. Click Edit application.

7. On the Application control policies tab, in the Settings section, select the Use custom
application control policies option.

Steps1 &2
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Step 5

Manage applications
*ou can edit and delete an application, viewy versions of the application, viewy users with the application, and change the application control palicies .
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Steps 6 & 7
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Required Application Control Policy Name

Task Steps

Create an application control policy to require users to download VZ Navigator.

a. In the Required application name field, type a name for the application control policy.
b. In the Settings section, configure the settings for the application control policy.

c. Click the Add icon.

d. Repeat steps a to ¢ for each application control policy that you want to create.

Click Save all.

Application informstion Application control policies

7 Use default spplicstion cortrol policies

I * Use custom application cortrol policiesl

Priority Required application control policy name Description

| |VZ Mavigatar W& |

Recommended Settings:

Is access to the interprocess communication API allowed: Allowed
Are internal network connections allowed: Allowed

Are external network connections allowed: Allowed

Are local connections allowed: Allowed

Is access to the phone API allowed: Allowed

Is access to the email API allowed: Allowed (Not Required)

Is access to the PIM API allowed: Allowed

Is access to the browser filters APl allowed: Allowed (Not Required)

Is access to the event injector API allowed: Allowed

Is access to the Serial Port Profile for Bluetooth API allowed: Allowed
Is access to the handheld key store allowed: Allowed (Not Required)
Is key store medium security allowed: Allowed (Not Required)

Is access to the GPS API allowed: Allowed

Is theme data allowed: Allowed (Not Required)

Is access to the user authenticator API allowed: Allowed

Can device settings be modified: Allowed

Is access to the file API allowed: Allowed

Is access to the module management API allowed: Allowed (Not Required)
Is access to the screen, microphone, and video capturing APls allowed: Allowed
Can the security timer be reset: Allowed (Not Required)

Is access to the WiFi API allowed: Allowed



|z access to the interprocess communication AP allowed
Areintemnal network connections allowed

Fre extemal network connections allowed

Fre local connections allowed

|z access to the phone AP allowed

Iz azcess to the email API allowed

I= access to the PIW AP allowed

Iz access to the browser filters AP allowed

|z access to the ewent injector API allowed

Iz aceess to the Senal Port Profile for Bluetooth AP allowed
|z access to the handheld key store allowed

Iz key store medium security allowed

Iz acecess to the GPS AP allowed

Iz theme data allowed

Iz access to the user authenticator AP allowed

Can dewice settings be modified

l= access to the file AP allowed

|z access to the module management AP allowed

|z access to the sereen, microphone, and vides capturing APIs
allowead

Can the security timer be reset

Iz access to the WIFi AP allowed

Iz access to the interprocess communication AP allowed. If you
do not zet the Wore. ..

Are intemnal network connections allowed. If wou do net zet the
walue, a hiore.

Are extemal network connections allawed. f wou do not set the
wvalue, a hore..

#re local connections allowed. If you do not set the walue, a
default walue of hdorz.

Iz aceess to the phone AP| allowed. If you do not set the walue,
a default hdore ..

Is access to the email AP| allowed. If wou do not set the walue, 3
default bore...

Is aceess to the PId AP allowed. If you do not set the value, a
default walue hiare...

Iz access to the browser filters AP allowed. If you do not 52t the
wvalue, a hore..

|5 aceess to the event injector AP1 allowed. If wou do not set the
walue, a hdore

Is aceess to the Senal Port Profile for Blugtooth AP allowed. If
you do not fbore. .

Is aceess to the handheld key store allowed. If you do not set
the value, a hhore....

Is key store medium security allowed. If wou do not set the
walue, 3 default hiore..

Iz access tothe GPS AP allowed. If wou do not set the value, 3
default walue hore...

Iz therme data allowed. If you do not =&t the walue, 3 defauk
walue of hore. ..

|5 aceess to the user authenticator AP1 allowed. If you do not set
the value, a hore ...

Can device settings be modified. If you do not set the value, 3
default walue hire...

Is aceess to the file AP allowed. If you do not set the value, a
default walue hiare...

Is aceess to the module management AP allowed. f wou do not
=et the walue, a hiore..

|5 aceess to the screen, microphone, and video capturing APl
Fllowed. If wou hbore. ..

Can the securty timer be reset. |f wou do not set the value, a
default value hore...

Iz access to the WIFT AP allowed. If you do not set the value, a
default walue hiore...




Optional Application Control Policy Name

Create an application control policy if VZ Navigator is optional for your users.
a. In the Optional application name field, type a name for the application control policy.
b. In the Settings section, configure the settings for the application control policy.

c. Click the Add icon.

d. Repeat steps a to ¢ for each application control policy that you want to create.

Click Save all.

ion control poli

| WE Maw W - Optional |

|5 access to the interprocess communication AP allowad

Fre intemnal network connections allowed

Are extemal network connections allawed

Fre local connections allowed

|5 access to the phone AP allowsd

Is access to the email API allowed

Is access to the Pl AP allowed

Iz access to the browser filters AP allowed

ls access to the event injector AP1 allowed

Iz access to the Seral Port Profile for Blustooth API allowed
|5 access to the handheld key store allowed

I= ey store medium securty allowead

Iz access to the GPS AP allowed

Iz theme data allowed

Is access to the user authenticator AP allowad

Can device settings be modified

Iz aceess to the file AP allowed

|5 access to the module management AP allowed

|5 access to the seneen, microphone, and video capturing APl
allowad

Can the security timer be reset

Iz access to the WIF AP allowed

I Alawed d
I Alowed = I
I Alawed = l
I Alawead hd I
I Prompt user 'l
I Alawed 2 l
I Alawead hd I
I Dizallowed 'I
I Alawed - l
I Alowed < I
I Alawead hd I
I Alawed - I
I Alowed < I
I Alowed = l
I Alawed 2 I
I Alowed = I
I Prompt user vl
I Mot permitted 'l
I Alowed = l

Is aceess to the interprocess communication AP allowad. If wou
do not set the hore..

e intemal network connections allowed. f you do not set the
walue, 3 hiore..

e extermnal network connections allowad. If you do not zet the
walue, a hiore.

#Are local connections allowed . If wou do not set the value, 3
default walue of hiore. .

Is aceezs to the phone APD allowed. If you do not set the value,
a default hiora. ..

Iz aceess to the email AP allowed. If you do not set the walue, a
default bore...

Iz access to the PI AP allowed. If wou do not set the walue, 3
default walue hore..

Is aceezs to the browser fitters AP allowed. If you do not set the
walue, a hiore.

Is aceess to the event injector AP1 allowed. If wou do not set the
walue, 3 bbore...

Iz access to the Serial Port Profile for Bluetooth API allowed. If
wou do net hiore.

Is accezs to the handheld key store allowed. If wou do not set
the value, a hiore.

Iz key stone medium security allowed. If you do not set the
waluz, 3 default hdore. ..

Is access to the GRS AP allowed. If you do not set the value, a
default walue fhiore...

Iz theme data allowed. If you do not set the value, a defauk
walue of hbore...

Iz acceszs to the user authenticator API allowed. If you do not set
the value, 3 hiore ..

Can device settings be modified. If vou do not et the value, a
default walue fiore...

Iz aceezs to the file API allowad. If you do not et the value, a
default value hore ...

Is access to the module management AP allowed. If wou do not
set the walue, a hiore. ..

Is aceess to the screen, microphone, and video capturing APz
allowed. If wou hiore. ..

Can the security timer be reset. If you do not set the value, 3
default walue hore..

Is accezs to the WUTFi AP allowed. If you do not set the value, a
default walue fiore...

If VZ Navigator is not permitted create an application for Disallowed Application Control Policy Name.
a. In the Disallowed application name field, type a name for the application control policy.

b. Click the Add icon.

9. If necessary, in each section, click the up and down arrows to set the priority for the application

control policies.
10. Click Save all.



Section 4 - Creating Software Configurations

You can use software configurations to perform the following actions on BlackBerry® devices:

« Install, upgrade, or remove VZ Navigator.

» Assign access control policies to VZ Navigator to control application permissions and the data that the
application can access.

» Specify that VZ Navigator is not permitted.

» Configure the access permissions for VZ Navigator that you do not include in the software configuration
« Install or upgrade VZ Navigator over the wireless network or using the BlackBerry Web Desktop
Manager

» Specify standard application settings for VZ Navigator

You can assign a software configuration to a group, multiple user accounts, or a single user account.
After you assign a software configuration, you can change the settings in the software configuration to
manage VZ Navigator, and standard application settings on BlackBerry devices. You can configure
settings in the BlackBerry Administration Service to control how the BlackBerry Administration Service
sends VZ Navigator and standard application settings in software configurations to BlackBerry devices.

Create a software configuration

1. In the BlackBerry® Administration Service, on the BlackBerry solution management menu,
expand Software.

2. Click Create a software configuration.

3. In the Configuration information section, in the Name field, type a name for the software
configuration.

4. In the Disposition for unlisted applications drop-down list, perform one of the following actions:

< To permit users to install applications that are not included in the software configuration on
their BlackBerry devices, click Optional.

« To prevent users from installing applications that are not included in the software configuration on
their BlackBerry devices, click Disallowed.

5. In the Application control policy for unlisted applications drop-down list, click the application control
policy for unlisted applications that you want to assign to the software configuration.

6. Click Save.

After you finish: Add VZ Navigator to the software configuration.

Software configurations
||:§j Create a aoftuware configuration |

Create a software configuration

You can use software configurations to manage applications.

Configuration information

Name: VT Mawigatar 6 Description: | IVZ Mavigator GPS |

Disposition for unlisted applications: IOptionaI vI Application control palicy far IStandard Unlizted Optional LI
urlizted applications

7| Savy
3 Cancel

)] Manage software configurations



Add VZ Navigator to a software configuration

You must add a BlackBerry® Java® Application to a software configuration and assign the software
configuration to user accounts to install the BlackBerry Java Application on BlackBerry devices over the
wireless network. To upgrade an application, you must add the new version of the application to the
appropriate software configuration. The BlackBerry® Enterprise Server upgrades

the application that is on BlackBerry devices to the new version.

1. In the BlackBerry Administration Service, on the BlackBerry solution management menu,
expand Software.

. Click Manage software configurations.

. Click the software configuration that you want to add VZ Navigator to.

. Click Edit software configuration.

. On the Applications tab, click Add applications to software configuration.

. Search for the VZ Navigator to add a software configuration.

. In the search results, select VZ Navigator to add a software configuration.

. In the Disposition drop-down list for VZ Navigator, perform one of the following actions:

e To install VZ Navigator automatically on BlackBerry devices, and to prevent users from removing the
application, click Required.

« To permit users to install and remove VZ Navigator, click Optional.

« To prevent users from installing a BlackBerry Java Application on BlackBerry devices, click Disallowed.
9. In the Application data section, in the Application control policy drop-down list, click an application
control policy to apply to VZ Navigator.

10. If necessary, in the Deployment drop-down list, perform one of the following actions:

e To install VZ Navigator on BlackBerry devices over the wireless network, click Wireless.

< To install VZ Navigator on BlackBerry devices using a USB connection to the user's computer and the
BlackBerry® Web Desktop Manager, click Wired.

11. Repeat steps 6 to 10 for each BlackBerry Java Application that you want to add to the software
configuration.

12. Click Add to software configuration.

13. Click Save all.

O~NO O~ WDN

Step 1
ESnfhn.lare
[E] applications
@ fdd ar update applications
6] Manage applications
& Manage default application cantrol policies
BlagkBerry Device Sofhware
& Create an application contral policy for unlisted
applications
& Manage application contral palicies for unlisted
applications
& Create a software canfiguration
|'&! Manage sofhuare configurations |

Step 2
Manage software configurations
“You can change information about the software configuration; idertify applications that you want to make required, available, or unavailable to BlackBerry® devices, delete a software

configuration; and mare.

Description

W Mavigator WE W I Mavigator GPS




Steps 3-4

Cornfiguration information |] Applications

Cornfiguration information

Mame: W Haw bW Descrption: Wi Mavigator GRS
Dispasition for unlisted applications: Opticnal Application contral palicy for unlisted Standard Unlisted Optional
applications

ElackBerry Devic ware configuration

Mame: Descrption:

b Edit saftuare configuration
n Delete software configuration
{2y “dew software configuration list

Step 5

|l Configuration information Ipplications

Required application name escription Bpplication identifier
Mone Defimed

Optional application name Description Bpplication idertifier
MNone Defined

application name Type Bpplication idertifier
Nome Defined

ks

b Add applications to software configuration

Loy Saveal
l.':' Cancal and retum to wisw

Step 6-12
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Step 13

Configuration information | Applications

Required application name Description Type Application identifier ersion
WZ Mavigator Mavigate the world around Jawa WEZMavigator 6.1.0.32
you.
b

Optional application name Description Type Application idertifier ersion
MNone Defined

Di=alloweed application name Description Type Application identifier Wersion
None Defined

ﬁ_} Add applications to sofhuare configuration

I:l Save all
Cancel and return to view

Section 5 - Deploying VZ Navigator
Assigning the VZ Navigator software configuration to multiple user accounts

1. In the BlackBerry® Administration Service, on the BlackBerry solution management menu,
expand User.

. Click Manage users.

. Search for one or more user accounts.

. At the bottom of the screen, click Manage multiple users.

. Select one or more user accounts.

. In the Add to user configuration list, click Add software configuration.

. In the Available software configurations list, click the software configuration that you want to assign to
the user accounts.

8. Click Add.

9. Repeat steps 7 and 8 for each software configuration that you want to assign to the user accounts.
10. Click Save.

~NOoO ok, WN

Steps 1 -2

BlackBerry solution management
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) Create a user

g Manage muliple usars
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Step 6
|Adn:| to user cn:unfigurationl

_: Add group
™ 5dd rale
™ 4dd zothware configuration I
@ Set 1T polioy
.L': Add Wi-Fi profile
&y Add VPN profile
G0 Add WolP profile
g_: Add push rule
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Step7 &8

ware configurations Added softvware configurations

W Havigator W&

Add

(1) Add an
f—i Remove

(D Remove all

Steps 9 -10

HAorailable softvware configurations : ware configurations

I WZ Mawigator WG |

) 2dd
(1) ~dd al
q Remove

(D Remove all

e

(=] =ave

Q Cancel

Verify VZ Navigator is a ‘Resolved Application’ and to re-send VZ Navigator:

1. Click on an Individual User’s Display Name.
2. Select Software Configuration in Manager Users>View User (Display Name).
3. Select View Resolved Application.
4. VZ Navigator should show as a Resolved Application.
5. Select Resend Application to Device to Resend VZ Navigator.
Step 1
Display name Devwvice model Last contact date
[refault hdore...
[refault Q530 hdore...
[refault Q550 hdore...
hdore...
[refault Q550 hdore...
[refault 8530 hdore...
[refault Q530 hdore...
[refault hdore...
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Step 2

| Uzer » Manage uzers » ‘ew user [vzwwd )

Manage users|

ou must search for a userto manage. vou can update user information, add or change the groups and roles that a user iz assigned to, and delete users.

Us=er Infor mation Groups | Roles | Wii-Fi profiles | WPH profiles WolP profiles Software tokens Component information Access control nles Software configuration ]
Faolicies
Step 3

e Wiew resolved applications |
5 Wiew resolved BlackBerny Device Software bundles

e “iew resalved application control policy for unlisted applications
e Wiew resolved BlackBerny Device Software application settings

Q Edit user

Q Back to search
@ Back to previaus search results

Steps 4-5

I Rezolved applications I Other configured applications

Required application name io Type identifier
WZ Mawigator Mavigate the waorld around you. Java WZHavigator )

Optionzl application nanme Description "y Application i dentifier

MNone Defined

Dizallowed application name De=cription Vpe Application identifier

Maone Defined

) Resend applications to a dewice
Badk to sofhware configurations

Q Backto search

Q Badk to previous search results

Web browser or BlackBerry Browser Wireless Method
VZ Navigator can also be downloaded off Verizon’s site.
http://mobile.vzwapp.com or http://mobile.vzw.com or http://wap.vzw.mcore.com
Send the user this link to download the application:

The user can use the Blackberry browser and go to the link




Wired Deployment

BlackBerry Desktop Software

This option uses the Application Loader that is installed as part of the BlackBerry Desktop Software. An
automated application installer installs the application’s .ALX file locally on the user’'s computer. The user
then navigates to the file and installs it on the BlackBerry device. Provide the user with the package and
have them install it locally and follow the screens below to load it.

Have the user load Blackberry Desktop Manager. When it is finished loading or if it is already loaded have
the user hook up their device to their system through the USB cable provided with the phone and launch
Blackberry Desktop Manager and click on Application Loader.

onnected - BlackBerry Deskiop Manager
*#: BlackBerry, BlackBerry® Desktop Manager

Options ¥ Help =

= Backup and Restore =1 = Device Switch Wizard

Server status: Criine  Device connected (PIN): : Active device (PIN):

BlackB 1 7

The user should click next on this screen.

Options ¥ Help =

Main menu

Device connected (PIN Active dewvice (PIN): 5




Application Loader will then examine the users’ device and show a listing of all application on the devices.
Have the user select Browse.

*izBlackBerry, BlackBerry® Desktop Manager

% Application Loader Options * Help ™

Device application selection

Select the application that you want to add to your device, or clear the application that you want to remaowve from your device.

Name Verzion Size
ESPNMobilsWeb 1.3 B KB

[¥] AtlasBook .0, 3.3MB
Facebook 1.6 MB

Other required applications and libraries 0 KB

Total space available: 245.2 MB

Cvanmens JN oo J v |}

Device connected (PIN):

gper 2|

Laok in: | £ VZ Navigator V6 AL BES 4 v| &% e m-

5 ICh8s30

4 1519530
My Recent I_9550
Documents IT)9630

— Iy9es0
L || vZMavigator
Desktop

<

by Documents

ty Computer

‘;‘] File narmne: |\-"ZNavigator v | I Open I

- . |
by Netwark Files of twpe: |.&pplication Loader Files [*.alx;" ali] | l Cancel l




VZ Navigator should then appear on the list of applications and it should say install in the Action field.
Proceed by clicking next.

& Application Loader

Options ¥ Help ~

Device application selection
Select the application that you want to add to your device, or clearthe application that you want to remove from your device.

Name
ESPNMobieWeb

Action Version

None 13

[¥] AtlasBook None 5.0.1

| [¥] vZ Navigator
[#] Facebook

Install

Nene

Total space available: 2427 MB

Server status: in Device connected (PIN):

Have the user confirm that VZ Navigator is going to be installed. Click Finish.

ckBarrv Desktop Manager ";B]Eim

Options ¥ Help ~
Summary

Your BlackBerry device will be updated ta include the following software:
WZ Mavigator

oo 5o J i ]

Server status: Criin:  Device connected (PIN): 53E Active device (PIN):

wotion Limited



Application Loader will then begin to load VZ Navigator on your device.
Connected - BlackBerry Desktop Manager

BlackBerry® Desktop Manager

Options * Help *

it SiEkRpinRdavi opril Il DO BT NOI PO U TG ST

T Mavigator | Task In Progress

Loading application modules

Loading module "YZMavigator, cod"
|

L

i Cancel

Server status: Oriline  Dewice connected (PIN): 204

BlackBef w7 H Im otion Limitsd

Click close and the wired deployment should be completed.

onnected - BlackBerry Desktop Manager

*2:BlackBerry. BlackBerry® Desktop Manager

g‘ tion Loader Options * Help

: Update complete

The loading aperation was successful

Main menu

Server status: Device connected (PIN): Active device (PIN):

When VZ Navigator launches it will request the user to view permissions.



Section 6 — Assign Proper Permissions to VZ Navigator

Permissions Required for RIM devices for VZ Navigator to function:

Connections: Allow

USB: Allow

Bluetooth: Allow

Phone: Allow

Location (Data) GPS: Allow
Server Network: Allow
Internet: Allow

Interactions: Allow

Cross Application Communication: Allow
Device Settings: Allow

Media: Allow

Browser Filtering: Optional

Input Simulation: Allow

Security Timer Reset: Optional

User Data: Allow
Organizer Data: Allow
Files: Allow

When set to deny these are the implications:

Phone (cannot use phone feature to make calls within the application)
Internet (cannot pull data for maps, navigation, local search, etc..)

Location (Data)/GPS: (GPS will not work)

Interprocess Communication (cannot access address book when set to Deny)
Device Settings Modification

Media Access (no audio during navigation when set to Deny) — only applies to the 8130
Module Management

Keystroke Injection (cannot stop screen from blanking when set to Deny)
Security Timer Reset (cannot stop password protect mode when set to Deny)
User Data

PIM (cannot have access issues with address book when set to Deny)

Files (cannot save data to the device when set to Deny)



Section 7— Network Preference

Terms: BlackBerry Enterprise Server (BES), Mobile Data Services (MDS).
Check your IT Policy against this. Any issues please ask Verizon for assistance.
Blackberry Manager Version 4.1.2.25

IT Policy Rules

Location Based Services:

List of IT Policies that prevent VZ Navigator from working on RIM Devices:

Bluetooth:

Disable Bluetooth: (will prevent Audible directions from being played over a Bluetooth)
Device-Only Items

Settings that may conflict:

Password Required

Maximum Security Timeout (Timeout may affect Navigation experience)

Allow SMS (May impact Place Messaging)
Password:

Set Password Timeout (Will impact application during Navigation)

Security: (When Denied)
Disallow Third Party Application Downloads (Prevents downloads)

Disallow Patch Download Over Roaming WAN: (Prevents Upgrades over Roaming WAN)



Section 8 -VZ Navigator BES 4.1.6

This document provides information about how to distribute and install VZ Navigator on BlackBerry®
devices and BlackBerry-enabled devices.

The document describes the following methods for deploying applications:

» BlackBerry Desktop Software (BlackBerry device connected to a user's computer)
* Web browser (wireless download)

e Application Control policies (wireless push)

5 Step Process to Host and deploy VZ Navigator on Blackberry Enterprise Server Versions 4.0/4.1

Section 1 - Create and share the application folder

Section 2 - Index the third-party application

Section 3 - Create a Software Configuration

Section 4 - Create or Assign an Application Control Policy

Section 5 - Assign the Software Configuration to a BlackBerry Smartphone user/group
Section 6 — Assign Proper Permissions to VZ Navigator

Section 7 — Network Preferences

Section 8 - Troubleshooting

Prerequisites to Deployment:

Both the BES and Handset must have device software loaded, device.xml updated in
order for the deployment to work.

Firmware/Device Software can be downloaded at http://vzam.net/blackberry

https://www.blackberry.com/Desktop/Download/XML/Device.xml

https://www.blackberry.com/Desktop/Download/XML/Vendor.xml

Taken from: KB13589 - How to update the device.xml file

At anytime if you need assistance with the installing the device software or any aspects of
the deployment contact your RIM support specialist.



Create and share the application folder

7. From the BlackBerry Enterprise Server, go to <drive>:\Program Files\Common Files\Research In

Motion.

8. Right-click the Research In Motion folder and select Properties.

9. Select the Sharing tab.
10. Select the Share this folder option.
11. Click Permissions.

12. Clear all the selections except Allow for Read, and then close the Permissions window.

& '\ Program Files'Commen Files

Be Et Yew Favotes ook Heb

QO Beck + () - (T | ) Search |- Folders | [

figeress | C:\Program FiesiCammon Fles

Name = | e | Type | Date Modfied

Fleandroider Tasks Ayl Fia Fokder 1241412006 4:26 P
EaMcrosch shered Fie Fokier 1241412006 4:05 P

B e anenfids C1008C Fie Folder 81072006 610 A

- "eiRessareh i Mon Fie Fokder 12iz012007 2:11 P

9 S i ok Sernees Fio Foder 871072006 3:01 Pt
Espeschengines Fie Foler B ——
isystem Fie Focer /132007 2:03 A

Other Places #

(= Program Fies

&) My Dacuments

§ ™y Computer

3 My btk laces

Details v

7 objects [obtes [ty Computer

Fle Edit View Favorites Tools Help

B £ yew Fpertes focki e
Qe » O - T | S sewch O Foldens | O

A [ C:pragram PlesiComeon Fies

[ e | Type
e andlolder Tasks % iy e
CMersactt Shared Pl Fodr
Lt S o
iy M s Fkder Pla Pk
L oo the fobder Cserves P Fokder
A Fubieh thes foder o the Cioooctrgryy  Comend Fromst Here Pl Foldor
e Lgore. Pl Pokder
Ciystem
[EE . e Feom b
3 Eomalls beer's s ;1;':" ,
K Dol ths Fkr
Dther Places ® Soirlte [
£ Progan i &
£ My Deumrts
§ e Computer Creta artat
5 P Wtk Pl [l
enage
Detads ® L

Duphars the propertes For sharrg the selected folder

(DBack » ) - T | search | Folders | [T+

Address [ C:iprogram Filesicommon Fiies

Marne  +

File and Folder Tasks x Silava
. [EiMicrosoft Shared
W Rename this Folder Syc0RC
Q Move this folder [ES3Research In Motion
[ Copy this Folder [EhServices
&3 Publish this Folder to the [E15peechEngines
Web [5ystem

L share this folder
() E-mal this Folder's files
3, Delete this Folder

Other Places &
|25 Program Files

(Y My Documents

@ty Computer

& My Network Places

Details ¥

Research In Mation Properties

Gereral Security | Web Sharing | Customize |

“ou zan share this folder with other users on pou

network. T enable sharing for this folder, click Share this

folder.

Do not shars this folder

£+ _Share this folder

Share name. | Research In Motion =
Comment: |
Userlimit, @ Masimum slowed

£ Allow tis rumber of users: B
i I |

To set permissions for users who access this  Parmissions

folder over the network, click Permissions

Ta configure sefiings far offine access, cick  Cagking
Caching

New Share

[

Cancel || e

1 objects selected

| |4 My Computer




Index the third-party application

The Blackberry Manager Security Administrator Authority will host the application within the Blackberry
Domain. The administrator completes this action

1.

N

o

On the host computer, go to C:\Program Files\Common Files\Research In Motion and create a
folder called Shared.

In the Shared folder, create an Applications folder.

In the Applications folder, create a folder for the third-party application you want to deploy to the
BlackBerry smart phone users.

Copy the third-party application files (such as ALX and COD files) into the folder you created in
the prior step.

From a command prompt, go to <drive>:\Program Files\Common Files\Research in
Motion\Apploader.

Run the command loader.exe /index.

Go to the Applications\<application name> folder created in step 2 and confirm that the
pkgdbcache.xml and specification.pkg files exist.

File | Edit  Wiew Favorites Tools  Help | .','

) Back - - 'ﬁ‘ Yl [~ Falders SN o -
Qe - Q- 7]/ 33 XY E

Address § =) Ci\Program FilesiCommon Files\Research In MokiontSharediApplications

Mlame - = I Size i Type I Date Modified i
BlackBerry Storm 9530 ALY ... File Folder 2/4/2009 2:13 PM
| | i

ommand Prompt

C:»Frogram Files~Common Files“Research Motion“Sharedicd. .
C:“\Program Files“Common Files“Reszearch Motion»cd apploader
C:“\Program Files~Common Files“Research Motion“AppLoader>loader.exe Aindex

C:“\Program Files“Common Files“Research Motion“AppLoader>_

& C:'Program Files,Common Files',Research In Motion',Shared' Applications'Bla... [Ij=]

File Edit “iew Favorites Tools  Help ‘ iﬂ'

OBack - il ? ‘ ‘/.- ) Search Folders K, x E’ ‘ E\-

Address Ii] C:\Program Files\Common FilesiResearch In MntiDn'I,Shared'l,.ﬁpplicatinns'l,BIacldj E’ a0

| Size | Tvpe | Date Modified = |
File: Falder 2{4/20092:11 PM
|--1 WZMavigator  akx 1 kKB ALx File 1111 4/7005 4:54 PM
= PkgDECache. xml 4 KB XML Document Z/412009 2:13 PM
|ﬂ specification. pkg 1KB PKG File 2/412009 2:13 PM
<] |

Now the VZ Navigator can be hosted on the Blackberry Enterprise Server. The Blackberry Manager
Security Administrator Authority will host the application within the Blackberry Domain. The administrator
completes this action.



Create a Software Configuration/Hosting Application

The Blackberry Manager Security Administrator Authority will host the application within the Blackberry

Domain. The administrator completes this action

Click on the Blackberry Domain.

Click on Software Configuration.

Click on Add New Configuration.

Type a name for the software configuration.

Click the Change button next to Device Software Location.

Type \\<share name>\Research in Motion. The BlackBerry Device Software and the

Applications folder should appear in the list.

7. The method of deployment can be selected at this point. The options are Wireless and
Wireline only for the software package to be pushed out wirelessly or hardwired.

oukrwnNE

% BlockDerry Manoucr-Security Administrator Authority :
[Ble Eat Tods yew tep
| S splover view | % Refrash EE o e e
Explo Ve %] servers | Userrouslist | Alusers | Software Confrations ]  Softwar Corfig zatus | 41+ congurmion pesergton: 121720
= M_ [Con escr <path ]
e B oo 'Qm’:ﬂm e f\:::he:ﬂesemh]nmnn Eeis e ) i
s Db vz av 4 \idsubesiResesrch In Motion T romse o Foler

[ Reszarch In Motion L
B 03 My Doouments 2] [osharethe
=& Py Hetwork Places

= @ Entre Network
i1 (3 Mcrosoft Terminal Services

- % ticrosaft Windows Netwark
[’ E g Bbdemo
F‘-thkﬂe{ry Common ® B :

Aok New Confiuration

gD
i " Manae Apelalon Folres g% Nima

e
1 (¥ Web Clier Netwark =l EEs

e jation control Polces. .

« 0| “#BuackBery oK Cancel

oxm™—~

Device Software Configurati x|
T T <]
Configuration Mame: | Z Navigatar Storm feiEtE T T Novigator Stor

Canfiguratin Descrigtion: [4.217.20

Configuration Deseription: [4.2.17 20

Device Software Location: | WDevhesiResearch In Malion Chante Device Saftware Losstion: [ ¥DevbesiResearch n Motion Change...

Agplication Name Version Delivery I A S [Bevery | I

b = ication Software
IR | Apoiication Software N
- | H [T 2 Havigatar 421720

Application software for BlackBerry e Manage application control palicics.. hevigete the world around you. Details Manage application control
devices = policies i [tk




Create or Assign an Application Control Policy

In the Software Configurations window, with the application highlighted, select the Application Control
Policy to be assigned to the third-party software from the Policy drop-down list.

_Or_

Create a new Application Control Policy by completing the following steps:

1. Select the Software Configurations (or Configurations) tab.
2. Click Manage Application Policies.
3. Click New and type a name for the policy in the Name field.
4. Select the Disposition field and specify the setting Required.
5. Click OK, and then OK again.
6. Back in the Software Configurations (or Configurations) tab, select the application.
7. Select the Application Control Policy from the Policy drop-down list.
[Application ControlPolicies |
Hene | I—I — [ e
T
— Tecam

Ok Cancel | Apply | Policies...
Ok Cancel

After the files are hosted, Application control policies can be assigned: For a wireless push the only

required Application Control Policy is Disposition set to Required as seen below.

& Properties Naine |vz Nawgamr| =
Internal Domains
External Domains
Browwser Fiter Domains
Disposition Reguired
Interprocess Communication Allevect
Internal Metwork Cornections Allowed
External Network Connections Allrvect
Local Cornections Allowed
Phone Access Allevvesct
Message Locess Allowved
PIM Data AcCess Allowed
Brovwvser Fitters Allowved
Evert Injection Allowed
Bluetooth Serial Profie Allowved
BlackBerry Device Keystors Allowed
BlackBerry Device Keystore Medium Sef Allowed e
Device GPS Allowed
Theme Dat o i
Application Control Policy

=]

Cancel Liply




Using IT Policy and Application Control Policy Rules

The BlackBerry Enterprise Server provides IT policy and Application Control Policy rules to control third-

party

Note

applications using the following methods:

When you try to download any kind of application, by default, the BlackBerry device first
downloads a small portion of the application to determine the hash and to verify whether the
application is permitted on the BlackBerry device.

In BlackBerry Manager, BlackBerry Enterprise Server administrators set IT policies and
Application Control Policies to control the manual or automatic installation of third-party
applications on BlackBerry devices. Administrators also use these policies to control third-party
application access to their organization’s BlackBerry device resources and applications.
Preventing BlackBerry devices from downloading any third-party applications over the wireless
network.

Either requiring or preventing the installation of specific third-party applications.
Controlling the permissions of third-party applications that exist on BlackBerry devices.

: By default, BlackBerry devices can install all third-party applications until the BlackBerry Enterprise

Server administrator uses one or more of these methods to control the installation of these applications
on BlackBerry devices.

List of Application Control Policies:

Recommended:

Application Control Policy

External Domains (must be allowed)

Disposition (can be left at optional, if possible set to allow)
Interprocess Communication (must be allowed)

Internal Network Connections (must be allowed)

External Network Connections (must be allowed)

Local Connections (must be allowed)

Phone Access (must be allowed for phone calls)

PIM Data Access (must be allowed for address book)
Event Injection (must be allowed)

Device GPS (must be allowed for GPS)



Wireless Deployment of VZ Navigator

BlackBerry Enterprise Server and Application Control policy rules Wireless Method

Assign the Software Configuration to a BlackBerry Smart phone user/group

For BlackBerry Enterprise Server software version 4.0, complete the following:

1. Select the Handhelds tab.
2. Select the BlackBerry smart phone user.
3. Click Assign Software Configuration and select the software configuration from the list.

For BlackBerry Enterprise Server software version 4.1, complete the following:

1. In the left-pane, select BlackBerry Domain.

2. Select the All Users or User Groups List tab.

3. Select a BlackBerry smart phone user or group from the list. (Note: BlackBerry smart phone
users can also be selected from the BlackBerry Enterprise Server Users tab).

In the Tasks pane, expand Device Management.

5. Select Assign Software Configuration.

B

Edit Properties

Account @

LA

Device Management @

# Azsion Device
= Wiewparade Software

» Revert Software Upograde

I # Assign Software Configuration I

# Export Aszet Summary Data
7 Updsate Confiquration Check Status

IT Admin ®
Service Access @

Service Control & Customization @

6. Select the software configuration from the list.

Note: The application will be wirelessly pushed to BlackBerry smart phone within four hours. May require
a reboot for the device VZ Navigator has been pushed to.

See section 6 for Wired and OTA deployment via Verizon web browser on
BlackBerry Device.



Network in Motion’s Network Preference

Terms: BlackBerry Enterprise Server (BES), Mobile Data Services (MDS).
Check your IT Policy against this. Any issues please ask Verizon for assistance.
Blackberry Manager Version 4.1.6

IT Policy Rules

Location Based Services:

List of IT Policies that prevent VZ Navigator from working on RIM Devices:

Device-Only Items
Settings that may conflict:
Password Required
Maximum Security Timeout (Timeout may affect Navigation experience)
Home Page Address: (Downloading) Homepage may not be
(http:solutions.vzwshop.com/vzstart/bb8XXX)

Global Items: (Need for VZ Navigator calling functionality and download)
Allow Phone
Allow Browser

Password Policy Group
Set Password Timeout

Security Policy Group (When Denied)
Disallow Third Party Application Downloads (Prevents downloads)
Allow Third Party Apps to Use Persistent Store (Displays Splash exit Splash)
Allow Internal Connections
Allow External Connections (Please Exit and Restart VZ Navigator [6])

Memory Cleaner Policy Group (May prevent saving recent searches and favorites)
Memory Cleaner Maximum
Force Memory Clean When ldle
Force Memory Clean When Holstered

MDS Policy Group (will block access to public internet using BES Mobile Data Services)
Disable activation with public MDSS
Disable user-initiated activation with MDSS

BlackBerry Maps Policy Group (Has no affect on VZ Navigator)
Disable Blackberry Maps

Monitor wireless application push failures

You can retrieve information from the BlackBerry® Configuration Database to identify any issues with the
wireless delivery of applications to BlackBerry devices.

1. In the BlackBerry Manager, in the left pane, click BlackBerry Domain.

2. Click the Software Config Status tab.

3. In the Name field, type the name of the user whose BlackBerry device you want to monitor. If you
leave the Name field empty, the search applies to all users in the BlackBerry Domain.

4. In the Status field, click the status that you want to monitor.

5. To change the information that displays for each database entry, right-click a column heading. Select
the columns that you want to display.

6. In the Entries per page field, type the maximum number of database entries to display.

7. Click Search.



Section 9 Troubleshooting

If application network share has not been define in the BlackBerry Administration Service component is
u refer to Section 1

not setup

"'BlackBerry

Quick user search
Mame: | Q

BlackBerry solution management

User
Group
Fole
[ Software
B applications
@ o or update applications
® Manage applications
()] Manage default application
control policies
@ create an application contral
policy for unlisted applications
@ Manage application control
policies for uniisted applications
@ crests a software
configuration
@ Manage software
configurations

Palicy
Administrator user

Attached devices
Deployment jobs
Wireless activations

a|sottware = Manage software configurations » Edit softvare configuration (W6}

Manage software configurations

BlackBerry® devices; delete a software configurstion; and maore.

Configuration information Applications

=] save sl
23 Cancel and return 1o view

Copyright @ 1997 - 2010 Research In Mstion Limited. Al ight= resenved
“ersion: 501,13

=

Contains commands For waorking with the selected items.

Error messages: Wireless application push

To troubleshoot push failures for wireless applications, collect the following information:

® The application network share has not been defined in the BlackBerry Administration Service component.

Systermn Administrator

ou can changs information skout the software configuration; identify appications that you want to make reguired, available, or unavailable to

Yhov R00% v

a. BlackBerry® Policy Service log files from the day the issue was reported (log level 4

recommended)

b. BlackBerry Dispatcher log files from the day the issue was reported (log level 4
recommended)

c. BlackBerry device information

2. If the preceding information does not address the issue, you might also require the following

information:

a. BlackBerry Policy Service log files from the day the issue was reported (log level 6
recommended)

o T

event log of the BlackBerry device from the day the issue was reported
system event logs and application event logs

d. software configuration files created on the network drive that the BlackBerry device is
associated with
e. copy of the BlackBerry Configuration Database
f.  SQL trace of the BlackBerry Policy Service communicating with the BlackBerry
Configuration Database
3. For more information about changing the log level for a BlackBerry Enterprise Server component
to 6, visit www.blackberry.com/support to read article KB04342. For information about how to
obtain the event log of a BlackBerry device, visit www.blackberry.com/support to read article

KB05349.

Error Messages:

1. Device timed out waiting for module
This message appears when a BlackBerry device reports a timeout failure while waiting for the
application modules. Resend the application to the BlackBerry device. If the second wireless



10.

11.

12.

13.

application push is not successful, in the log files that you collected, locate the user account that
is experiencing the issue. Trace the installation activity.

Device reported insufficient memory to install module

This message appears when a BlackBerry device does not have enough flash memory available to
install the application modules. Instruct the user to make more flash memory available on the
BlackBerry device. Resend the application.

Device reported that there was an Incomplete Module

This message appears when an application module is not installed successfully on a BlackBerry
device. Resend the application. If the second wireless application push is not successful, in the
log files that you collected, locate the user account that is experiencing the issue. Trace the
installation activity.

Device reported that the Module Save Failed

This message appears when a BlackBerry device cannot save an application module.

Resend the application. If the second wireless application push is not successful, in the log files
that you collected, locate the user account that is experiencing the issue. Trace the installation
activity.

Device reported a general failure installing the module

This message appears when an application does not install successfully on a BlackBerry device.
Verify that the BlackBerry device has enough memory available to install the application. Resend
the application.

Incomplete ACK data for APPD request

This message appears when the BlackBerry Policy Service does not receive an acknowledgment
message that a BlackBerry device has received application data. Verify that the BlackBerry device
is turned on and is located in a wireless coverage area. Resend the application.

Device reported a %os error while installing module

This message appears when an error occurs in the BlackBerry Policy Service that prevents the
application from installing successfully on a BlackBerry device. In the log files that you collected,
locate the user account that is experiencing the issue. Trace the installation activity.

Device reported Data Format Error in packet while installing module

This message appears when an error occurs in the BlackBerry Policy Service that prevents the
application from installing successfully on a BlackBerry device. In the log files that you collected,
locate the user account that is experiencing the issue. Trace the installation activity.

Device reported Invalid Command while installing module

This message appears when an error occurs in the BlackBerry Policy Service that prevents the
application from installing successfully on a BlackBerry device. In the log files that you collected,
locate the user account that is experiencing the issue. Trace the installation activity.

Device Reported Insufficient Body Data while installing module

This message appears when an error occurs in the BlackBerry Policy Service that prevents the
application from installing successfully on a BlackBerry device. In the log files that you collected,
locate the user account that is experiencing the issue. Trace the installation activity.

Device reported Invalid Module Hash while installing module

This message appears when an error occurs in the BlackBerry Policy Service that prevents the
application from installing successfully on a BlackBerry device. In the log files that you collected,
locate the user account that is experiencing the issue. Trace the installation activity.

Device reported Invalid App Data Length while installing module

This message appears when an error occurs in the BlackBerry Policy Service that prevents the
application from installing successfully on a BlackBerry device. In the log files that you collected,
locate the user account that is experiencing the issue. Trace the installation activity.

Device reported Insufficient App Data while installing module

This message appears when an error occurs in the BlackBerry Policy Service that prevents the
application from installing successfully on a BlackBerry device. In the log files that you collected,
locate the user account that is experiencing the issue. Trace the installation activity.



14. GetHHCodePackages reported: HHCM_DEVICE_NOT SUPPORTED. Upgrade your copy
of device.xml
This message appears when the device you are trying to upgrade the software is not supported.
To have the device supported download the latest device.xml from the link below:

https://www.blackberry.com/Desktop/Download/XML/Device.xml

https://www.blackberry.com/Desktop/Download/XML/Vendor.xml

Taken from: KB13589 - How to update the device.xml file

Follow the rest of the steps to update the device.xml

1/ Swww. blackberry.com/Desktop,/ Download /XML /Device.xml - Windows Internet Explorer

P
LS A% IE‘ hittps: v, blackberry . com/Desktop/Download/ =ML Device. xml j % 3| X ILi\re Search P~
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Process flow: Sending an application to a BlackBerry device over the wireless
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A BlackBerry® Enterprise Server administrator adds a BlackBerry Java® Application to a network

drive, and adds the BlackBerry Java Application to a user’s software configuration in the
BlackBerry Manager. The administrator specifies wireless delivery for the application.

The BlackBerry Policy Service sends the software configuration to the BlackBerry Dispatcher.
The BlackBerry Dispatcher compresses the data, encrypts it with the master encryption key of the

BlackBerry device, and sends it to the BlackBerry Router.
The BlackBerry Router sends the data to the wireless network over port 3101.

The wireless network verifies that the user’s PIN belongs to a valid BlackBerry device that is
registered with the wireless network.

The BlackBerry device receives and applies the updated software configuration, and compares
the applications in the software configuration to the applications that are installed on the
BlackBerry device. If the applications do not match those that are defined in the software
configuration (for example, an earlier version of an application is installed on the BlackBerry
device), the BlackBerry device requests the required updates from the BlackBerry Policy Service.



7. The BlackBerry Policy Service receives the request and sends the applications to the BlackBerry
Dispatcher.

8. The BlackBerry Dispatcher compresses the data, encrypts it with the master encryption key of the
BlackBerry device, and sends it to the BlackBerry Router.

9. The BlackBerry Router sends the application data to the wireless network over port 3101, which
verifies that the PIN belongs to a valid BlackBerry device that is registered with the wireless
network.

The BlackBerry device decrypts and decompresses the application data, and installs the BlackBerry Java
Application. The BlackBerry Java Application appears on the home screen of the BlackBerry device, or it
appears in the list of installed applications on the

More information please visit www.blackberry.com/go/serverdocs
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